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T+0s      Token deployed

60 Seconds to Zero

T+3s      5 wallets buy in same block (bundled)

T+8s      12 more wallets buy within 10 seconds

T+15s     Developer wallet receives tokens

T+30s    Social media links posted

T+45s    50+ retail buyers enter

T+60s    Liquidity pulled. $500K gone.

89 wallets affected
By the time users checked, it was over.



Security Type Approach Detection Time Result

Reactive User reports Hours to days Full loss

Reactive Blacklist updates Hours Full loss

Reactive Post-exploit analysis Days Forensics only

Proactive Behavioral analysis < 60 seconds Prevention

Average rug pull: < 2 minutes 10,000+ tokens/day on Solana First user report: > 30 min

The Problem: Reactive Security Can't Prevent or Predict

"What if we looked for evidence of intent instead of evidence of harm?"



Timing
Who bought in the first 10,

30, 60 seconds?

Deployer
Has this address launched

other rugs?

Coordination
Multiple wallets acting as

one

Confidence Score

Fund Flow
Where did the deployer's

funds originate?

The Behavioral Framework: 6 Signals of Malicious Intent

Institutional Filter
 Excluding legitimate

actors

Retention
Are early buyers selling

or holding?

"Each signal alone is suggestive. Combined, they're predictive."



Window Behavior Signal Strength

0-10s Impossible for humans Very High

10-30s Requires monitoring tools High

30-60s Suspicious speed Medium

60s+ Could be organic Low

Across 1,200+ analyzed rugs, 78% had 5+ buys within 10 seconds of mint

Signals 1: Timing Analysis
When did buyers enter relative to deployment?



Signals 2: Coordination Patterns
Are multiple wallets acting as one?

Funder

Same Block
Block #N

Wallet A
0.5 SOL

Wallet B
0.5 SOL

Wallet C
0.5 SOL

Wallet D
0.5 SOL

Wallet E
0.5 SOL

5 wallets. Same funder. Same block. One attacker.

92% of confirmed rugs had 3+ same-block buyers Avg coordinated wallets per rug: 8



Signals 3: Deployer Profiling

Tokens in 24h  Risk Level Interpretation

1 Low Normal Project

2-3 Medium Possible Testing

4-10 High Suspicious Pattern

10+ Very High Likely serial attacker

How many tokens has this address launched?

"Legitimate projects deploy 1-2 tokens. We've seen attackers launch 50 in 24 hours."

Serial deployers (10+/day) account for 67% of rugged tokens

Avg deployer of rugged token: 14 tokens in 24h



Signals 4: Fund Flow Tracing
Where did the deployer's funds originate?

Known Bad Actor
Already labeled

Deployer
47 tokens deployed

Fresh Wallet
Created yesterday

Mixer
Adds suspicion

41% of rug deployers received funds through mixers or freshly-created wallets

1.OFAC sanctioned
2.Known hackers
3.Known drainers
4.Previous rugs



Signals 5 + 6: Retention Analysis +  Filtering

Noise Romoval
Some fast buyers or holders are legitimate so we filter them out

False positive rate

Excluded from analysis:

Bridge DEX aggregators

Exchange hot wallets Launchpools

15% <5%

Retention Drop
Are early buyers holding or dumping?

Held 5 minutes after launch
8 OF 50 buyers still holding

5 coordinated wallets entered
Only 1 still holds

45%
held by first 50 buyers at launch

12%



12+ chains • Pre-transaction defense • <200ms • Real-time 

What You Can Build

Revoke.cash
Approval Risk Flagging

Depeg Risk Monitor
Stablecoin Monitoring

Etherscan
Exposure & Contract

Risk Scoring

Mintify
Wallet Risk Widget



Detect Before They Exit

Six signals. Combined, they're predictive.
What will you build with it?

01. Timing Analysis - When did they buy?

02. Coordination Patterns - Are they acting together?

03. Deployer Profiling - Who deployed this?

04. Fund Flow Tracing - Where did the money come from?

05. Retention Analysis - Are they holding or exiting?

06. Institutional Filtering - Removing false positives

+more
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